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A. Introduction  (Return to Table of Contents)
 
Iron Mountain’s customers expect their records to be stored and managed with media-appropriate security 
safeguards.  Our employees and shareholders rightfully expect the protection of our human capital and other 
business assets to be of paramount concern.  The purpose of establishing safety and security controls and 
procedures is to meet these expectations and support the effective enforcement of Iron Mountain Standards of 
Conduct.   
 
Proactive programs are developed and implemented at each Company location to minimize any security risks to 
customer records, to Company facilities or other business assets, to comply with all regulatory requirements and 
to ensure the safety of our employees and visitors.  These programs are rational, cost-effective and threat-
appropriate.  They will therefore necessarily be tailored to the situations and needs of the specific location and 
environment. 
 

B. Safety & Security Organization  (Return to Table of Contents)
 
Iron Mountain’s corporate Safety & Security organization is made up of six full time professionals who average 
over 20 years experience in the public and private sectors.  In addition, a safety & security manager for our 
largest underground site reports dotted line into the corporate organization.  The members of this team hold 
various professional credentials including Certified Protection Profession (CPP), Certified Fraud Examiner 
(CFE) and Certified Information Security Manager (CISM).  Organizationally, the department is structured 
along discipline lines: 
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C. Standard Security Practices  (Return to Table of Contents)
 
The purpose of our Standard Security Practices manual is to provide managers and employees with a resource 
to help them understand and administer the security program at their respective locations.  It provides 
guidelines and best practices for all locations.  Each individual site may, however, have operational 
considerations that will require the implementation of specific practices that are not necessarily covered in this 
document.  The material presented in the Corporate Standard Security Practices manual serves as the guide in 
ensuring that there is a comprehensive security plan that is continually monitored for compliance. 
 
Each Iron Mountain employee has a responsibility for security; it is not a duty that can be delegated away.  
While each site may have a coordinator for the purposes of administration, the program will only be successful 
when each employee commits to doing his or her part to preserve and protect the assets of our customers and of 
our business.  
 
In order to understand the scope of this plan, the Table of Contents is shown below.  In order to preserve our 
competitive advantage, we do not provide copies of our security plans to non-Iron Mountain personnel. 
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Iron Mountain, Incorporated 
Standard Security Practices 

Table of Contents 
1.0  Forward 
 
2.0  Corporate Security Policy and Objectives 

2.1. Statement of Policy  
2.2. Responsibility 
2.3  Security Program Guidelines 
2.4. Procedures 
 

3.0  Personnel Security Administration 
  3.1. Pre-employment Screening  
    3.1.1. Policy 
    3.1.2. Procedure 
  3.2. New Hire Security Briefing 
  3.3. Employee Security Responsibilities 
  3.4. Security Considerations for Managers 
    3.4.1. Local Investigations 
    3.4.2. Business and Employee Incidents 
    3.4.3. Workplace Violence Prevention 
    3.4.4. Auditing Security  
  3.5. Temporary Help Supplier Security Considerations 
  3.6. Vendor Security Considerations 
  3.7. Visitor Control 
  3.8. Badges 
  3.9. Log Books 
  3.10. Employee Terminations 
 
4.0  Site Physical Security 
  4.1. New Building Standards  
  4.2. Intrusion Detection Systems 
  4.3. Access Control Systems  
  4.4. CCTV Systems 
  4.5. Doors, Windows and Access Points 
  4.6. Fencing 
  4.7. Lighting 
  4.8. Locks and Keys 
  4.9. Combination Control 
  4.10. Site Security Plan Template 
  4.11. Site Security – Safety Audit Guideline 
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5.0  Computer and Telecommunications Security 
  5.1. Personal Computer Security 
  5.2. Network Computer Security 
  5.3. PBX Security 
  5.4. Facsimile Security  
 
6.0  Protecting Proprietary and Competition Sensitive Information 
  6.1. Definition 
  6.2. Marking 
  6.3. Storage and Control 
  6.4. Destruction 
 
7.0  Disaster Planning & Business Recovery 
 
8.0  Transportation and Vehicle Security 
  8.1. Vehicle Security Standards 
  8.2. In-transit Security Considerations 
  8.3. Security of Vehicles on Site 
  8.4. Security in Load/Offload Process 
 
9.0  Fire Prevention, Detection and Response 
  9.1. Housekeeping 
  9.2. Smoking Policy and Procedure 
  9.3. Dumpsters 
  9.4. Storage of Flammables 
  9.5. Fire Detection/Suppression Systems  
  9.6. System Audits 
  9.7  Security of Pump Rooms, Riser Valves & Standpipes 
  9.8. Incipient Stage Firefighting 
 
10.0 Department of Defense Security Issues 
  10.1. National Industrial Security Program (NISP) 
  10.2. Facility Clearances (FCL) 
  10.3. Personnel Clearances (PCL) 
 
APPENDIX 1: Matrix of Required Audits Reports and Report Formats 
APPENDIX 2: Visitor Log Template 
APPENDIX 3: Security Specification for New Construction/New Sites 
APPENDIX 4: District Site Security Plan 
APPENDIX 5: Site Security-Safety Audit Tools 
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D. Pre-employment Screening  (Return to Table of Contents)
 
Iron Mountain's pre-employment hiring procedures include drug screening, personnel identity verification, 
criminal conviction background investigation information as well as driver licensing and violation history for 
our driver candidates.  The first step in our process is the pre-employment drug testing program.  Should a 
candidate fail that test, no further employment consideration is given.  Once the drug test is passed, each 
employee is subject to a social security number verification process that includes a forward and reverse check 
(i.e. the identity is matched to the social security number and then the number is matched to the individual).  A 
seven (7) year retrospective state/county criminal background check is then completed.  Driver candidates are 
screened for appropriate license class and any motor vehicle violation history.  Results of both the drug testing 
and background checks are provided by our national investigative service to a central corporate point of contact 
to preserve the integrity of the results and the process. 

 

E. Physical Security Protection  (Return to Table of Contents)
 
Iron Mountain utilizes both electronic access controls and personal recognition for controlling access to its 
facilities.  Some of our larger operations are equipped with access card technology to control employee access.  
All facilities are required to maintain an electronic or manual system of positive employee and visitor 
identification and logging.  All personnel are required to wear identification badges while on Iron Mountain 
premises.  Badges are color-coded to indicate access authorization levels.  Unescorted access to our records 
centers is prohibited for all but Iron Mountain employees.  Our facilities are equipped with intrusion detection 
systems that are monitored by an Underwriter Laboratories-listed central station for after-hours control.  Alarm 
technology includes passive infrared motion detectors, dual technology glass break detection, photo-beam 
detectors, sound-activated microphones and magnetic door contacts.  Alarm systems are individually designed 
to accommodate any specific site requirements and needs.  Finally, education and awareness training tools are 
utilized to ensure that all employees are aware of the methodologies for – and criticality of – controlling access 
to our buildings. 
 
Security procedures for visitor and employee identification, as well as our physical intrusion detection systems, 
serve to deny access to any unauthorized person.  We further test these measures by employing “Integrity 
Audits” as a routine method of evaluating our security posture.  We contract with a national security vendor and 
select one District per month for review.  Undercover agents, supplied with letters of authority by the Corporate 
Security Office for Iron Mountain, attempt to gain entry to all facilities located within the District.  These 
agents may use any number of methods of subterfuge in their mission.  After business hours, these agents return 
to the facility and check the physical integrity of the building.  Results of these audits are evaluated and, if 
required, corrective measures employed.  These audits, together with our Internal Audit, Traveler Audit and 
self-audit programs, help to maintain the physical integrity of our operations. 
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F. Disaster Planning and Business Recovery  (Return to Table of Contents)
 
Iron Mountain maintains a comprehensive Disaster Recovery plan for all of its operations.  Our global template 
is structured to address a vast array of potential business interruptions.  Disaster Recovery plans are 
appropriately tailored to each site in order to accommodate specific business risks associated with the local 
environment and to ensure the development of appropriate mitigating strategies.  Our Disaster Recovery plan 
establishes Disaster Response Teams reporting through the Iron Mountain chain of command in order to ensure 
timely and appropriate response to any emergency circumstance.  Each team member is tasked with specific 
responsibilities in the event an emergency is declared.  Ensuring the protection of our customer records is 
paramount in the execution of our recovery plan.  A comprehensive listing of emergency response resources is 
kept up to date by each District.  The resources, which are available 24 hours per day, will be called upon as 
needed to assist the company in meeting the emergency, containing actual and collateral damage, and ensuring 
a rapid return to business as usual.  
 
The Table of Contents listed below provides a view of the extent of our emergency preparedness planning. 
 

Disaster Planning and Business Recovery 
Table of Contents 

 
 Section 1 General Policies 
   1.1 Purpose and Scope 
   1.2 Organization and Responsibilities 
 Section 2 Disaster Planning: Prevention of and Preparation for Emergencies 
   2.1 Fires 
   2.2 Bomb Threats 
   2.3 Riots or Civil Disorder 
   2.4 Serious Injury/Illness 
   2.5 Severe Weather Warnings 
   2.6 Floods and Water Leaks 
   2.7 Sprinkler Head Malfunction/Damage 
   2.8 Prolonged Power Outage 
   2.9 Chemical/Hazardous Materials Spills 
   2.10 Insect/Rodent Infestation 
   2.11 Aircraft Flight Pattern Threat 
   2.12 Earthquakes 
   2.13 Labor Strikes 
   2.14 Sabotage 
   2.15 IS Failures 
   2.16 Telecommunications Failure 
   2.17 Racking/Shelving Collapse 
 
 Section 3 Business Recovery/Business Resumption: The Action Plan 
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   3.1 Recovery/Resumption Strategy Overview 
   3.2 Recovery/Resumption Considerations by Discipline 
    3.2.1 Facilities 
    3.2.2 Telecommunications 
    3.2.3 Staffing 
    3.2.4 Travel 
    3.2.5 Operations 
    3.2.6 IS 
    3.2.7 Internal & External Communications 
    3.2.8 Security 
    3.2.9 Legal 
    3.2.10 Recovery/Response Consultants 
    3.2.11 Hot Sites 
    3.2.12 Human Resources 

3.2.13 Other Recovery Considerations 
3.2.14 National Account Customer Communications 

     
    
 Attachments 
  Attachment A - Employee Emergency Roster 
  Attachment B - Emergency Telephone Directory 
  Attachment C - Evacuation Priority Listing 
  Attachment D - Emergency Equipment and Supplies 
  Attachment E - Treatment of Damaged Records 
  Attachment F - Facility Site and Floor Plan 
  Attachment G - Disaster Prevention/Response Resource List 
  Attachment H - Bomb Threat Telephone Card 
    
   

G. Safety & Health Program  (Return to Table of Contents)
 
Iron Mountain is committed to ensuring a safe work environment for our employees.  A proactive Safety & 
Health Program has been designed and implemented at each Company location to ensure the safety of our 
employees, visitors and vendors and to meet all regulatory compliance requirements.  These programs are 
rational, cost-effective and risk-appropriate and will therefore necessarily be tailored to the needs of the specific 
location and environment. 
 
In order to understand the scope of our Safety & Health Program, the Table of Contents is shown below:   
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Safety & Health Program Guide 
Table of Contents 

 
Safety & Health Program Overview 

• Safety & Health Program Administration & Logistics 
• Establish the Safety & Health Program 
• Iron Mountain Corporate Safety Policy 
• Safety & Health Responsibilities 
• Safety & Health Performance Accountability 
• Safety & Health Training Resources 
• Safety & Health Program Evaluation (Analysis, Recordkeeping & Reporting) 

Safety & Health Program Modules 
• Safety Training  
• Safety & Security Committee  
• Safety Audit & Inspection  
• Accident & Incident Investigation  
• Emergency Action Planning  
• Medical Services  
• Fleet Safety  
• OSHA Recordkeeping, Reporting & Inspection  
• Contractor / Vendor Safety & Security 

 
Internal and external resources provide Iron Mountain managers with resources designed to allow local training 
of employees to standards set by the Corporate Safety Manager.  These training programs include all regulatory 
required training (–e.g. OSHA Powered Lift Equipment) as well as training specific to our business needs (–e.g. 
safe lifting techniques, ladder and equipment inspection, etc.).  As part of this process, Iron Mountain has 
developed a Safety Training Program that addresses our specific business operations.  The Table of Contents 
Overview for this program is shown below. 
 

Safety Training Program 
Table of Contents 

 
• Accident & Incident Investigation 
• Driver Safety 
• Ergonomics 
• Emergency Planning 
• Fire Safety 
• First Aid 
• Facility Safety 
• Powered Industrial Truck Training 
• Warehouse Safety 



In addition, safety programs at Iron Mountain are audited by a qualified, external third party on an unannounced 
basis.  These audits are comprehensive reviews of the administrative procedures and actual work practices of 
our employees. Results are forward to the Manager, Safety & Health as well as to the location General 
Manager. 

H. Fire Protection and Suppression  (Return to Table of Contents)
 
Iron Mountain's records centers are designed and constructed in accordance with all applicable local and 
national codes. More specifically, Iron Mountain facilities are protected in accordance with the requirements of 
the local Authorities Having Jurisdiction (AHJ) and National Fire Protection Association (NFPA) standards 13, 
25 and 72. Iron Mountain maintains, monitors and routinely tests all detection, suppression and alarm systems.  
Iron Mountain maintains compliance with all other pertinent NFPA standards including 10 and 101 as required. 

I. Information Security  (Return to Table of Contents)
 
Companies entrust Iron Mountain to properly manage and secure their business records.  It is vital, not only to 
our organization, but to those businesses that hand over their private records to us, that we maintain the highest 
level of ethical and security standards.  The continued success of Iron Mountain requires the commitment of all 
employees to the maintenance of appropriate standards of information technology security. 
  
All Iron Mountain employees are expected to use proper judgment when using company technology resources 
and are accountable for any inappropriate use of these resources. Therefore, employees must take reasonable 
precautions to secure the information and equipment entrusted to them and to adhere to company policies.   
 
To minimize any business interruptions that may be caused by inappropriate use of company computers, 
employees are well versed in computer operating and security policies as stipulated in the Iron Mountain 
Information Security Policies manual.  The intention of this policy manual is to protect both the resources of the 
company, and confidential client information entrusted to us. Although the specific contents of this policy are 
proprietary, the Table of Contents is published below for your reference. 
 
  
 
SUBJECT:    Iron Mountain Computer Operation & Security Policy 
ISSUE DATE:   
REVISION DATE:  

TABLE OF CONTENTS 
 

01 Unauthorized Access
02 Computer Sabotage
03 Passwords
04 Hackers
05 Viruses, Worm and Trojan Horses
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06 Confidentiality 
07 Physical Security
08 Back-up
09 Copyright Infringement
10 Harassment, Threats and Discrimination
11 Purchase of Computer Software and Equipment
12 Personal Use of Computers
13 Reporting Policy Violations
14 Termination of Employment
15 Monitoring Computer Communication and Systems
16 Internet Connections
17 Remote Access
18 E-mail 
19 Intranet
 
Iron Mountain participates in an independent third-party audit on an annual basis of all IT, Financial and 
Business practices, procedures and policies in accordance with the commitment to Shareholders and 
participation in the New York Stock Exchange. 
  
Iron Mountain adheres to industry standard best practices by utilizing a multi-tiered approach in the 
management of all infrastructure hardware and software components. This applies to the following areas: Daily 
Operations, Disaster Recovery preparedness and Business Continuity. Iron Mountain has Certified Disaster 
Recovery Professionals (CDRP) on staff – regarded in the industry as experts in business continuity, risk 
evaluation, business impact analysis, and awareness/training programs. The overall design of our disaster 
recovery effort utilizes our existing highly available infrastructure and diverse geographic locations to provide 
for immediate fail over of our critical business applications in the event of disaster. Iron Mountain's multi-tiered 
approach encompasses physical diversity of data centers/critical operations, redundant network connectivity 
over diverse Tier-1 services providers, and highly available secure ingress gateways. 
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J. Summary and Contact Information  (Return to Table of Contents)
 
All employees of Iron Mountain, regardless of position, have an absolute and continuing obligation to provide 
our customers, their records and our co-workers with a safe and secure environment.  Our security, safety and 
business preparedness plans are designed to ensure the continual availability of the tools needed to build and 
maintain that environment. 
 
Chief Security Officer    Joseph DeSalvo  (617) 535-4824 
Director, Asset Protection & Compliance Ron Bixler, CFE  (610) 831-2894 
Manager, Safety & Health   Adria Gallagher, CPP, CFE (617) 535-4724 
Safety & Security Specialist   David Sterin, CFE  (617) 535-8347 
Manager, Investigations   Mike Dwyer, CPP  (734) 414-5815 x242 
Manager, Information Security  Peter Ridgley    (617)-535-4837 
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